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Introduction

Linux Kernel Modules (LKM’s) can be
created for malicious intentions.
Through the widely available cloud
solutions such as Amazon Web Services
(AWS) nowadays it can be utilised by an
attacker to set up an easy attack on the
user.

This project is a simple demonstration
of how these components could be
combined for malicious intent and how
to discover such activity.

Objectives:

e Set up raspberry pi zero W with
Raspbian OS installed

e Create a keylogging LKM module in C

e Turn on LED once post request is
sent

e Import this module into the kernel

e Set up Amazon Elastic Beanstalk

e Create PHP website to parse POST
data sent to it

e Ensure malicious user input
prevention

e Display the user input data on the
index.php website page

e Type input into raspberry Pi and
refresh the PHP website.

e Download LKM rootkit discovery
tool(s) and run on the system to
demonstrate how to find malicious
LKM

Methodology

Once a user presses a key the module checks if the key is Enter. If the key is not
Enter then it is added onto the string buffer. However, if the user has pressed Enter
the keystrokes were intended to be sent to AWS and the LED is flashed to alert the
user. However, due to difficulties the keystrokes are instead printed to the kernel.
Finally, the keystrokes buffer is emptied to store new keys again until Enter key is
pressed.
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LKMKeylogger.ko Flow Chart

* usb_keyboard scancodes[62] = {
, BX04, Oxe5, Ox06, Ox07, Oxes8, oxeg, , Bxeb, oxed, Oxee,
, Bx11, ox12, ex13, oxl4, ex15, oxl6, , 0x18, @xla, exib, exlc,
, Bx1f, Ox28, @x21, ©x22, Bx23, ox24, , 0x26, ox28, ox2b,
, Bx2d, ex2e, ox2f, ©@x30, ex31, ox32, 3, Bx34, 0x36,
, Bx38, 0x39, 0x64, @x6l, ©x69, OxX67, , Bx6a};

* usb_keyboard shift scancodes[62]
Ox83, ©x84, Ox85, Ox86, Ox87, Ox88, Ox89, ox8b, @x8c, 6x8d, ©x8e,
@x90, ©X91, 6X92, Ox93, ©x94, Bx95, OX96, @x98, 9x99, Ox9a, ex9b, oxlc,
@x9%e, ox9f, Oxad, Oxal, ©xa2, O@xa3, Oxad, ©xa6, @xa7, ©xa7, ©Oxab,
@x2c, ©Oxad, oxae, Oxaf, exbe, oxbi, exb2, oxba, exbs, exbe,
oxfd, exbg, exbo, oxea, oxel, @xe9, Oxe7, oxea};

* convert[62] = {
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* convertShift[62]
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Project Highlights

The project was overall successful, combining
hardware and software IOT components.

A malicious LKM Keylogger was created
with all user entered keys being stored.

 On Enter press, an LED flashed.

« Rootkit scanning tools didn't find
suspicious activity.

« User input could have been sent remotely.

« Continue implementing functionality to
send the keystrokes to a remove
webserver.

« Retest rootkit scanning tools with POST
requests being sent from Keylogger LKM.
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